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(57) Abstract: A system and method for distributing digital video data to a remotely located motion picture viewing location (30) 
m a secure manner. Digital video data is encrypted (16) at a distribution facility (11). The encrypted video data (16) is transmitted 
by way of a data broadcasting system ( 1 1 ) to the remote viewing location (30). At the remote viewing location (1 1), the encrypted 
video data (16) is received by an integrated receiver and decoder (22) unit (TRD) including a decryption device (23) and is decrypted. 
The decrypted video data (24) is then immediately input into a second encryption device (25) which re-encrypts the video data which 
is optionally stored. The JRD (23) and the encryption device (25) are located inside a secured location (22), such as a lock box. 
The re-encrypted video data (26) is then transferred to a digital projector (27). A second decryption device (28) is located within the 
digital projector and decrypts the previously re-encrypted video data. The second decryption device (28) is coupled to a motherboard 
of the digital projector (27) by way of cables that enable it to draw power, and to couple the decrypted video data directly to the video 
processor used by the digital projector (27). 



O 

o 

3 



WO 01/06787 



PCTAJS00/16240 



SECURE DIGITAL DATA DISTRIBUTION 
SYSTEM AND METHOD 

BACKGROUND 

The present invention relates generally to the distribution of digital data, and 
more particularly, to a secure system and method for distributing and displaying digital 
data, such as digitally, recorded feature length movies at remote viewing locations. 
5 The assignee of the present invention has heretofore developed a system and 

method for use in distributing digitally recorded motion pictures to motion picture 
viewing locations, such as theaters, for viewing by an audience. This system and 
method is disclosed in US Patent Application Serial No. 09/245,153, filed February 4, 
1999, entitled "Digital Distribution and Viewing of Feature Length Movies in Theaters" 
10 and is assigned to the assignee of the present invention. 

There are concerns regarding the potential piracy and/or unauthorized 
interception and copying of the digitally recorded motion pictures using this system. 
The present invention addresses these concerns as well as those of distributing digital 
data for various types of applications. 
1 5 Accordingly, it is an objective of the present invention to provide for a secure 

system and method for distributing and displaying digital data, such as digitally 
recorded feature length movies, at remote viewing locations. 

SUMMARY OF THE INVENTION 

20 - To accomplish the above and other objectives, the present invention provides 
for a system and method for use in distributing digital video data such as live video or 
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digitally recorded motion pictures, for example, to remotely located viewing locations, 
for viewing by an audience, in a secure manner in order to preclude unauthorized 
duplication and/or piracy. The system and method involve secure transmission of the 
digital video data, such as the live video or digitally recorded motion picture, by way of 
5 a data broadcasting system, which may comprise a satellite, for example, from a 
production or distribution facility to the remote viewing locations at which the digital 
video data is to be displayed. The transmission, reception and display of the digital 
video data (live video or digitally recorded motion picture) using a digital projector are 
handled in a secure manner in accordance with the principles of the present invention. 
10 More particularly, the system and method provides for an encrypted video 

signal corresponding to the digital video data (live video or digitally recorded motion 
picture) to be generated at the production or distribution facility which is broadcast by 
way of the data broadcasting system to one or more remote viewing locations. At the 
remote viewing locations, the encrypted video signal is processed by an integrated 
15 receiver and decoder unit (IRD) including a decryption device where it is received and 
decrypted. The decrypted video signal then passes immediately to a second encryption 
device which re-encrypts the video signal. The IRD unit and the second encryption 
device are located inside a secured lock box. Optionally, the re-encrypted video signal 
may be stored in a storage device for later display. The re-encrypted signal, either from 
20 the second encryption device or storage device, is then passed to the digital projector. 
A decryption device located within the digital projector decrypts the re-encrypted signal 
transmitted from the secure lock box. The decryption device is coupled to a 
motherboard of the digital projector by way of cables that enable the decryption device 
to draw power, and to couple the decrypted video signal directly to a video processor 
25 used by the digital projector. 

In an exemplary method, an encrypted video data is transmitted to a remotely 
located viewing location. The encrypted video data is received and decrypted at the 
remotely located viewing location. The decrypted video data is then re-encrypted and 
optionally stored. The re-encrypted video data is decrypted in a digital projector to 
30 produce the original video data. The video data is then processed to display it. 

The present system and method thus provides for a secure digital video path 
from the production or distribution facility to the remotely located digital projector. 
Once the video signal corresponding to the live video or recorded motion picture is 
encrypted and subsequently broadcast, the signal will not be discernable by non- 
35 licensed or unauthorized viewers, and in the event the signal is intercepted, it will not 
be readily recoverable as viewable or otherwise useable data. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The various features and advantages of the present invention may be more read- 
ily understood with reference to the following detailed description taken in conjunction 
with the accompanying drawing, wherein like reference numerals designate like 
structural elements* and in which: 

Fig. 1 illustrates exemplary secure distribution systems in accordance with the 
principles of the present invention; and 

Fig. 2 illustrates an exemplary secure distribution method in accordance with the 
principles of the present invention. 

DETAILED DESCRIPTION 

Referring to the drawing figures, Fig. .1 illustrates n exemplary secure 
distribution systems 10 in accordance with the principles of the present invention for 
use in distributing live or prerecorded video data in a secure manner to a remote viewing 
location. The exemplary embodiments of the system 10 shown in Fig. 1 are used to 
distribute live or prerecorded video data, such as a digitally recorded motion picture, for 
example, to a remotely located viewing location 30, such as a theater, for viewing by an 
audience. The secure distribution system 10 distributes the live or prerecorded video 
data, such as the digitally recorded motion picture, in a secure manner to preclude 
unauthorized duplication and/or piracy. 

The system 10 is used to distribute live or recorded data that must be transmitted 
in a secure manner to the remote location. Typical applications include electronic 
cinema applications, corporate communication applications, automobile industry 
applications, retail applications, and banking applications, for example. The present 
system 10 ensures that the transmitted data is secure at substantially all points during 
transmission and reception at the remote location, and whether or not the data is viewed 
or stored at the remote location. 

The exemplary secure distribution system 10 shown in Fig. 1 comprises a data 
broadcasting system 20, which may comprise a satellite 17, for example, which is used 
to distribute the digitally recorded motion picture from a production or distribution 
facility 1 1 to the remote viewing locations 30 at which the motion picture is to be 
displayed. An exemplary data broadcasting system 20 is one operated by CyberStar, 
L.P. The production or distribution facility 1 1 generates a live video feed or includes a 
digital film storage source 12 which stores the digitally recorded motion picture. The 
live video feed is input to, or the digital film storage source 12 is coupled to, a first 
encryption device 13 which is used to produce an encrypted digitally recorded motion 
picture 16 or encrypted video feed. An exemplary first encryption device 13 is a model 
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MV12 manufactured by Divicom, for example. The first encryption device 13 is 
coupled to a transmitter 14 that transmits the encrypted digitally recorded motion picture 
16 or encrypted video feed by way of an antenna 15 to the satellite 17. 

The satellite 17 in turn retransmits the encrypted digitally recorded motion 
picture 16 or encrypted video feed to the remote viewing location 30. The remote 
viewing location 30 comprises a receiving antenna 21 for receiving the encrypted 
digitally recorded motion picture 16 or encrypted video feed. A receiver 23, such as an 
integrated receiver and decoder unit (IRD) 23, including a decryption device, is 
disposed in a secure lock box 22, or other physically secure location. An exemplary 
integrated receiver and decoder unit (IRD) 23 containing the decryption device is a 
model DSR-2700 CAS manufactured by Samsung, for example. The integrated 
receiver and decoder unit (IRD) 23 receives and decrypts the encrypted digitally 
recorded motion picture 16 or encrypted video feed. A second encryption device 25 is 
also disposed in the secure lock box 22. An exemplary second encryption device 25 is 
a model VES-TL manufactured by Macrovision, for example. The second encryption 
device 25 processes the decrypted signal to provide a re-encrypted signal 26. The re- 
encrypted signal 26 is input to a digital projector 27. An exemplary digital projector 27 
is a model VistaGRAPHX 4000 manufactured by Electrohome, for example. 

The digital projector 27 comprises a second decryption device 28 that decrypts 
the re-encrypted signal 26. An exemplary second decryption device 28 is a model VES- 
TL manufactured by Macrovision, for example. The decrypted output of the second 
decryption device 28 comprises the digitally recorded motion picture or video feed that 
is input to a video processor 29 of the digital projector 27, which processes the video 
data to display the digitally recorded motion picture or video feed. 

The second decryption device 28 is preferably coupled to a motherboard of the 
digital projector 27 by way of cables that enable the second decryption device 28 to 
draw power, and to couple the decrypted video signal directly to the video processor 29 
of the digital projector 27. 

In an alternative embodiment, a storage device 31 is coupled to the output of the 
encryption device 25 and stores the re-encrypted digitally recorded motion picture or 
video feed for later viewing. The storage device 3 1 is disposed in the secure lock box 
22. When the digitally recorded motion picture or video feed is to be displayed, it is 
transferred from the storage device 31 as the encrypted signal 26 to the decryption 
device 28 in the digital projector 27, which in turn displays the video data. 

Fig. 2 illustrates an exemplary secure distribution method 40 in accordance with 
the principles of the present invention for distributing video data, such as a digitally 
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recorded motion picture, to a remotely located motion picture viewing location 30. The 
secure distribution method 40 comprises the following steps. 

Video data, such as a digitally recorded motion picture, for example, is 
encrypted 4 1 using an encryption device 13. The encrypted video data or digitally 
5 recorded motion picture, is then transmitted 42 by way of a data broadcasting system 
20, which may comprise a satellite 17, for example to the remotely located viewing 
location 30. 

At the remotely located viewing location 30, the encrypted video data or digitally 
. recorded motion picture is received 43 and decrypted 44 in a secure location 22, such as 

1 0 with equipment located in a secure lock box 22, for example. The decrypted video data 
or digitally recorded motion picture is then re-encrypted 45 in the. secure location 22 and 
optionally stored 46. When viewing is desired, the re-encrypted video data or digitally 
recorded motion picture transferred 47 to a digital projector 27. In the digital projector 
27 the re-encrypted video data or digitally recorded motion picture is decrypted 48 to 

15 . ; produce the original video data or digitally recorded motion picture. The video data or 
digitally recorded motion picture is then processed 49 to display it to an audience. 

Thus, a secure system and method for distributing and displaying video data at 
remote viewing locations have been disclosed. It is to be understood that the above- 
described embodiments are merely illustrative of some of the many specific embodi- 

20 ments that represent applications of the principles of the present invention. Clearly, 
numerous and other arrangements can be readily devised by those skilled in the art 
without departing from the scope of the invention. 
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CLAIMS 

What is claimed is: 

1. A secure distribution system for use in distributing a digital video signal to a 
remotely located viewing location, comprising: 

a distribution facility comprising a first encryption device for encrypting the 
digital video signal, and a transmitter for transmitting the encrypted digital video signal; 
5 a data broadcasting system for distributing the transmitted encrypted digital 

video signal from the distribution facility to a remotely located viewing location; and 

the remotely located modon picture viewing location comprising: 

a receiver including a decryption device disposed in a secure location for 
receiving and decrypting the encrypted digital video signal; 
10 a second encryption device disposed in the secure location for re-encrypting the 

decrypted signal; and 

a digital projector comprising a second decryption device for decrypting the re- 
encrypted signal to produce the digital video signal, and a video processor for 
processing the digital video signal for display. 

2. The system recited in Claim 1 wherein the data broadcasting system 
comprises a satellite. 

3. The system recited in Claim 1 wherein the transmitter is coupled to a 
transmitting antenna. 

4. The system recited in Claim 1 wherein the integrated receiver and decoder 
unit is coupled to a receiving antenna. 

5. The system recited in Claim 1 wherein the receiver comprises an integrated 
receiver and decoder unit. 

6. - The system recited in Claim 1 further comprising: 

one or more cables coupled between the second decryption device and a 
motherboard of the digital projector and to the video processor that enable the second 
decryption device to draw power, and to couple the decrypted video signal directly to 
5 the video processor. 
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7. A secure distribution system for use in distributing a digitally recorded 
motion picture to a remotely located motion picture viewing location, comprising: 

a distribution facility comprising a digital film storage source for storing the 
digitally recorded motion picture, a first encryption device for encrypting the digitally 
5 recorded motion picture, and a transmitter for transmitting the encrypted digitally 
recorded motion picture; 

a data broadcasting system for distributing the transmitted encrypted digitally 
recorded motion picture from the distribution facility to a remotely located motion 
picture viewing location; and 
10 the remotely located motion picture viewing location comprising: 

a receiver including a decryption device disposed in a secure location for 
receiving and decrypting the encrypted digitally recorded motion picture; 

a second encryption device disposed in the secure location for re-encrypting the 
decrypted signal; and 

1 5 a digital projector comprising a second decryption device for decrypting the re- 

encrypted signal to produce the digitally recorded motion picture, and a video processor 
for processing the digitally recorded motion picture for display. 

8. The system recited in Claim 7 wherein the data broadcasting system 
comprises a satellite. 

9. The system recited in Claim 7 wherein the transmitter is coupled to a 
transmitting antenna. 

10. The system recited in Claim 7 wherein the integrated receiver and decoder 
unit is coupled to a receiving antenna. 

1 1 . The system recited in Claim 7 wherein the receiver comprises an integrated 
receiver and decoder unit. 

12. The system recited in Claim 7 further comprising: 

one or more cables coupled between the second decryption device and a 
motherboard of the digital projector and to the video processor that enable the second 
decryption device to draw power, and to couple the decrypted video signal directly to 
5 the video processor. 
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13. A secure distribution method for distributing a digital video signal to a 
remotely located viewing location, comprising the steps of: 

encrypting a digital video signal; 

transmitting the encrypted digital video signal to the remotely located viewing 
5 location; 

receiving and decrypting the encrypted digital video signal at the remotely 
located viewing location; 

re-encrypting the decrypted digital video signal; 

transferring the re-encrypted digital video signal to a video projector; 
10 decrypting the re-encrypted digital video signal in the digital projector to 

produce the original digital video signal; and 

processing the decrypted digital video signal to display it. 

14. The method recited in Claim 1 3 wherein the digital video signal comprises a 
digitally recorded motion picture. 

15. The method recited in Claim 13 wherein the digital video signal comprises a 
live video feed. 

16. The method recited in Claim 13 wherein the transmitting step comprises the 
step of transmitting the encrypted digitally recorded motion picture by way of a satellite. 

17. The method recited in Claim 13 further comprising the step of storing the 
re-encrypied digital video signal. 
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ENCRYPTING DIGITAL VIDEO DATA 



TRANSMITTING THE ENCRYPTED DIGITAL VIDEO DATA BY WAY OF A DATA 
BROADCASTING SYSTEM TO A REMOTELY LOCATED VIEWING LOCATION 
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RECEIVING THE ENCRYPTED DIGITAL VIDEO DATA 
AT THE REMOTELY LOCATED VIEWING LOCATION 



DECRYPTING THE ENCRYPTED DIGITAL VIDEO DATA 
AT THE REMOTELY LOCATED VIEWING LOCATION 



RE-ENCRYPTING THE DECRYPTED DIGITAL VIDEO DATA 



OPTIONALLY STORING THE DECRYPTED DIGITAL VIDEO DATA 



TRANSFERING THE RE-ENCRYPTED DIGITAL VIDEO DATA 
TO A DIGITAL PROJECTOR 



DECRYPTING THE RE-ENCRYPTED DIGITAL VIDEO DATA IN THE DIGITAL 
. PROJECTOR TO PRODUCE THE ORIGINAL DIGITAL VIDEO DATA 



PROCESSING THE DIGITAL VIDEO DATA TO DISPLAY IT 
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